3GPP TSG SA WG3 (Security) Meeting #95
S3-191523
Reno, NV, USA, 6-10 May 2019


Source:
Nokia, Nokia Shanghai Bell
Title:
Solution to KI #23: NF to NF authentication and authorization in Indirect communications model
Document for:
Approval

Agenda Item:
8.1
1
Decision/action requested

It is requested to add the proposed solution for KI #23 to TR 33.855.
2
Rationale

 KI#23 is introduced to study authentication and authorization between NFs when Indirect communication is used between them via a SeCoP.
This pCR solution provides solution for this key issue.

3
Detailed proposal

*** BEGIN CHANGES ***
6.Z
 Solution #Z: Authentication and authorization between Network Functions for Indirect Communication models
6.Z.1
Introduction
 When Indirect Communication via SeCoP is used by the NF Service consumer to communicate to the target NF Service producer, authentication between the NFs is achieved implicitly based on hop-by-hop authentication.
Authorization between NFs is either direct based on clause 13.3.2 in TS 33.501 or implicit by SeCoP authorizing NF Service consumer on behalf of the NF Service producer.
6.Z.2
Solution details
In Indirect Communication, the NF Service consumer communicates with the target NF Service producer via a SeCoP. Authentication between NF Service consumer and NF Service producer is implicitly achieved as follows:
-
When the communicating NFs are connected to a common SeCoP, authentication between NFs is implicit by authentication between NF and SeCoP.
-
When the communicating NFs are connected to different SeCoPs within a PLMN, authentication between NFs is implicit by authentication between two SeCoPs, and between NF and SeCoP.
-
When the communicating NFs are in different PLMNs, authentication between NFs is implicit by authentication between two SEPPs, SEPP-SeCoP and NF-SeCoP.
Depending on which model is used by the NF Service consumer for Indirect Communication, authorization is performed in one of the following ways:

-
If Indirect communication without delegated discovery (Model C) is used, authorization is performed as specified in clause 13.3.2 of TS 33.501.

-
If Indirect communication with delegated discovery (Model D) is used, authorization is delegated to SeCoP. Therefore, authorization is implicit and there is no direct authorization between NFs.
6.Z.3
Evaluation
The above solution addresses all requirements of key issue #23.

*** END CHANGES ***
